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Features
e TCPA-V1.1b compliant trusted platform module (TPM)
e Security architecture based on Infineon SLE66CXxxP security controller family
* 16-bit microcontroller in 0.25 ym CMOS technology
e Firmware in on-chip ROM
* 16 kByte EEPROM
* 8 kByte XRAM
* Advanced crypto engine supporting RSA with up to 2048 bit key length
* Hardware accelerator for SHA-1 hash algorithm
e True random number generator (RNG)
* Power saving sleep mode
* 3.3V power supply

Operating temperature range: 0 °C to +70 °C

Interfaces

Low Pin Count (LPC) interface to allow easy system integration
Operates from a single 33 MHz clock

Support of power down signal to enter low-power standby mode
Support of dynamic clock shutdown (CLKRUN)

EEPROM

Data retention for a minimum of 10 years

Package

Low profile TSSOP-28 package

Security Features

Over-/Undervoltage Detection
Low frequency sensor

High frequency filter

Reset filter

Memory Encryption (MED)
Additional security features

Support

Data book
Application Notes
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General Description

The SLD 9630 TT 1.1 is a Trusted Computing Platform Alliance (TCPA”) compliant
trusted platform module (TPM) for use in PC platforms. It is based on Infineon’s high-
secure 66P-core which is opcode compatible with the well-known 8051 core but provides
enhanced performance, memory size and security features. Additional powerful
instructions have been added to support secure systems.

ECO2000 Frequency sensor
cPU Filters
IRAM Shield
Controller Core Security Functions
ACE ROM
(64 kB + 8 kB)
CRC
EEPROM
HASH (SHA-1, MD5) (16 kB)
True RNG XRAM
(8 kB)
Cryptographic Functions

Memory Test
L Pins

( > LPC Interface
Voltage Regulator 4—»[ )

Trusted Platform Module

Figure 1 Block Diagram of Trusted Platform Module

To simplify system integration into existing PC mainboards, the SLD 9630 TT 1.1 uses
the LPC interface (Low Pin Count) as defined by Intel. This standardized interface is
available on every mainboard and provides enough bandwidth.

The TPM supports secure key storage in non-volatile memory, an RSA hardware
accelerator, an accelerator for the SHA-1 and MD5 hash algorithms and a true random
number generator. All security modules are automatically tested after each reset.

) Note that the TCPA has been renamed to Trusted Computing Group (TCG) as of March 2003.
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The secure EEPROM is mainly used to store RSA keys. The on-chip firmware supports
five key slots (assuming 2,048-bit keys). It should be noted that the key manager of the
TCPA Core Service (see software architecture, also refer to the TCPA specification)
expands this to a (virtually) unlimited number.

The Advanced Crypto Engine (ACE) supports all of today known public-key algorithms
based on large integer modular arithmetics. It allows fast and efficient calculation of RSA
operations with key lengths of up to 2048 bit (using CRT).

The hash accelerator supports the SHA-1 and MD5 hash algorithms. Its bandwidth is
more than 1 MByte per second. This allows for a complete hash of a standard PC BIOS
(256 kByte) in less than 250 ms.

The random number generator (RNG) is able to supply the CPU with true random
numbers under all conditions.

As an important measure, the chip provides a new and enhanced level of on-chip
security features. This includes spike detectors for the power supply, filters for the clock
and an active shield which covers the complete die area.

The chip operates from a single 33 MHz clock (LPC clock). It supports a low-power
standby mode and dynamic clock shutdown (according to the CLKRUN protocol of the
PCI Mobile Design Guide).

In conclusion, the SLD 9630 TT 1.1 fulfills all requirements of a TCPA-V1.1b compliant
TPM for use in PC platforms. It integrates outstanding memory sizes, additional
peripherals in combination with enhanced performance and optimized power
consumption on a minimized die size.
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System Integration

As outlined before, the TPM will be connected to the so-called LPC interface. This
interface has been defined by Intel and is available on virtually every PC mainboard. In
standard configurations, only the SuperlO chip is connected to that interface.

Using this interface has the advantage that necessary code to handle it is already
integrated in the BIOS boot block (this is necessary since the floppy disk and the
standard keyboard are accessed via the SuperlO). This saves some integration effort
and also some space in the boot block.

PCI
CPU L\ NorthBridge |/—\| South Bridge usB
(Pentium) — GMCH — ICH | AC97
IDE

Main Memory SuperlO
LPC
Low Pin Count
Bus
FD PS/2
Par Ser
Current PC Platform

* TPM: Trusted Platform Module

Figure 2 System Integration of TPM

The LPC is a synchronous interface running with the clock of the PCI bus (33 MHz typ).
The available bandwidth is dependent on other devices occupying the bus.
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Software Architecture

The software provided for the SLD 9630 TT 1.1 consists of the embedded operating
system and application, a reference implementation for the PC-BIOS integration, the
software stack as defined by the TCPA specification and a Cryptographic Service
Provider (CSP).

The TPM operating sytem is designed to provide a robust and highly secure basis for
systems like the TPM which are based on the controller core of the SLD 9630 TT 1.1.

To reduce the efforts for the integration of the TCPA functionality into the PC-BIOS, a
reference implementation (currently based on a PHOENIX BIOS) for the communication
with the TPM is provided as well.

The TPM service provider exposes the functionality as specified by the TCPA.
Dependent on the protection profiles, it implements functions by itself or uses the TPM
as a provider of the function. In conjunction with the related service provider dynamic link
library (DLL) it allows synchronized access to the trusted platform functionality for
multiple applications at the same time.

The TPM Cryptographic Service Provider (CSP) delivered with the TPM software
provides instant value for users working with a system which includes the SLD 9630 TT
1.1. It utilizes the Protected Storage functionality as defined by the TCPA to protect the
users key material. The TPM-CSP exposes its functionality to the Microsoft
Cryptographic APl (MS-CAPI). Therefore, applications like Microsoft Outlook (Express)
and Internet Explorer can be used for secure mail (S/MIME) and with SSL client
authentication.

Please refer to the figure on the next page for an overview of the software architecture.
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Applications using
MS-CAPI
Desktop Management Software - MS-CAPI
TPM-CSP
TPM Service Provider
Core Service PC BIOS (Boot Block)
TPM
TPM Device Driver BIOS Device Driver

TCPA Application

TPM Operating System

Trusted Platform Module (SLD 9630 TT 1.1)

TCPA Specification

Figure 3 Software Architecture
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Glossary
ACE Advanced Crypto Engine
CBC Cipher Block Chaining
CLL Contact-Less Logic
CFB Cipher Feedback
CRC Cyclic Redundancy Check
DES Data Encryption Standard
EC2 Elliptic Curves
EPP Enhanced Parallel Port
FIFO First In First Out
GF Galois Field
LPC Low Pin Count Interface (Intel)
MED Memory Encryption Device
MMU Memory Management Unit
OCP On Chip Processor
OFB Output Feedback
OS Operating System
PLL Phase Locked Loop
RMS Resource Management System
RNG Random Number Generator
RSA Rivest Shamir Adelman, Asymmetric crypto algorithm
TCG Trusted Computing Group (formerly TCPA)
TCPA Trusted Computing Platform Alliance
TPM Trusted Platform Module
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